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TYPO3 12 | What's new

Herzlich Willkommen zur Release Party
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Project Manager, Scrum Master,
Developer, Online Marketing +
SEO Experts, Designer + UX
Professionals, Infrastructure
Architects

TYPO3 Certified Consultants,
Integrators, Developers und
Editors



« TYPO3 Platinum Membership

« TYPO3 Association Vorstandschaft
« TYPO3 Usergroup

* Free TYPO3 Extensions

* Sponsor & Organisator

* Open Source Supporter












Reactions bzw. Incoming -
HTTP Webhooks [
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z.B.: Anbindung
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4 Create new reaction

Reactions — Manage Incoming HTTP Webhooks

Name Reaction Type
Show all v Filter Reset
{71 ~ Name & Reaction Type URL

https://typo3.screenshots.ddev.site/typo3/reaction/3d5e7621-c198-4817-a6f8-3be4d1a879a5 Example

O Internal Note Create database record
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" TYPO3 v12 Together As One

Dashboard

Site Management

Admin Tools

System

Access

Backend Users

Reactions

Reports

Log

DB Check

Configuration

X Close [B) save + New [ii] Delete

General Access
Configuration

General configuration of the reaction

Reaction Type

B | Create database record

Name Description
Meaningful name of the reaction Additional information about the reaction

Page Note
Identifier Secret
This is your unigue reaction identifier within the TYPO3 URL action from the outsic anber

anytime, but will only be visible once (unitl the record got saved)
50ela2b2-aef7-40 08-e0d2c2137c67
LA AL L L)
Additional configuration
Table
Select one tables to display the corresponding fields
Internal note

Storage PID Impersonate User
Select the nane on which a new record is create Select the niser with the annronriate access rinhts that is allowed to add a recor

4

® B Q

path: §¥ TYPO3 v12 Toge

Edit System Reactions "Page Note" on root level
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Beispiel Request an TYPO3
mit Payload und Antwort

Application Edit View Window Tools

Help
O TYPO3 ~ o I
No Environment Cookies POST ¥ https://typo3.screenshots.ddev.site/typo3/reaction/3d507621-c198-4817-a6f8-3b04d 1a879a5 Send
- o~ JSON ~

Just Now +

{
pOST TYPO3 12.4 LTS

{
"subject”: "TYPO3 v12 LTS is here”, "success le
"message™: “"Finally! TYPO3 v12 has reached Long-Time Support status. Version 12.4 is a massive feature }
upgrade from the previous LTS version and, once again, raises the standard for CMS systems considerably.
Learn more: https://typo3.org/article/typo3-vi2-1ts-here-to-save-the-day"
}
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Automation Hub with
Trigger and Actions

z.B.: E-Mail Nachricht bei
fehlgeschlagenen
Backend-Login, Teams
Nachricht wenn sich
bestimmte Frontend
Benutzer einloggen, etc...
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" TYPO3 v12 - FREEZE

Dashboard
4 Create new webhook

Webhooks — Manage Outgoing HTTP Webhooks

Name Webhook Type
: Show all v Filter | Reset
Site Management
Admin Tools
{1~ Name a Webhook Type URL
System
| &% Failed Logins  Event is fired if something went wrong while trying to log in a user (frontend) https://example.com/api/vl/fail

Access

>

5 B

Backend Users

Reactions

Webhooks

I

Scheduler

E

©

Reports

Log

DB Check

Configuration
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x 4 O ® Q & admin

Path: §¥ TYPO3 v12 - FREEZE

X Close Save + New [il] Delete =0 < v

Edit System webhooks "Failed Logins" on root level

General HTTP Settings Access

Configuration

General configuration of the webhook

Webhook Type [webhook type] Identifier [identifier]

Select the webhook type to be configured This is your unigue webhook identifier

Event is fired if something went wrong while trying to log in a user (frontend) [TY W

Name [name] Description [description]

Meaningful name of the webhook Additional information abo

Failed Logins

LA A L L LRl

&% System webhooks [1] [
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X Close Save + New [ii] Delete

Path: §¥ TYPO3 v12 - FREEZE

=<~

Edit System webhooks "Failed Logins" on root level

General HTTP Settings Access

HTTP Settings
Advanced HTTP request settings

HTTP Method [method]

POST [POST] v

Additional Payload [additional payload]

y that the connection is secure and valid, this setting should only be disabled in
e a verification is not possible

(1]

Additional Headers [additional headers]
Additional headers that should be added to the HTTP request. Data must be provided as

valid JSON string.

&% System webhooks [1] | webhook]




Workllow  Strategs

l

abandons cart
l

| hr. delay
I L
\\//X et cart

Asynchrone Nachrichten
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Grol3e Flachen,
Vereinfachung Drag and Drop

@9 luxcore.localhost.de 2 = o or
L\ * 5 @ B Q @ aene
o griff eingeb < Layout v Pfad: /Start/ | | Products [2]
EH Dashboard
& [ S E Y = M Language v [@ Web-Seit [z 1 [ e} <L -
[ Web =
~ @Y luxcore.localhost.de
: Products
. S v @ start
s Products
@ Anzeigen | 1
Lux
Header
Content Publisher
= Liste
CERMAT + tohakt || [&
Indexing Powermail
Suche =|m| Text * ©
Papierkorb ¢ ]
v News
Marketing-Automation
: =7 Records
Datei Marketing-Automation, auch Marketing-Automatisierung genannt, ist eine software-gestiitzte Methode um Marketingprozesse zu automatisieren. Dabei werden Nutzerprofile
¥ Workflow TP basierend auf deren Nutzerverhalten mit Informationen angereichert, um automatisierte Kampagnenprozesse fir individuelle Kommunikation einzurichten
Dateiliste Popup (every visit)
Popup (2. visit only) + what || B
Seitenverwaltung Email (every visit)
Redirect to in2code.de
Seiten 3 g
Send to interface Content Right
" v Double Opt In
£ageii Sconng + inhatt | [@& + Inhatt | [&
Unterseite
T Blacklist me
= . . - 4 .
~ [ Identification TP Text S © [ Unterseiten S © 1
Verwaltungswerkzeuge A T
g Y Email4Link Linklistener Unterseiten
Wartun v L] SingleFieldidentification Ohne Linklistener Mit Linklistener 1 und title-Attribute Mit Linklistener 2 o
g Products [2
Kontakt
Einstellungen Registrierung

<+ Inhalt @
Loain <+ Inhalt | R
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Liste oder Thumbnails,

Drag and Drop in Baum, verbesserte Suchfunktion

" luxcore.localhost.de

Dashboard

Web
Seite
Anzeigen
Liste
Indexing

Papierkorb

Datei

Dateiliste

Seitenverwaltung
Seiten
Page TSconfig

TypoScript

Verwaltungswerkzeuge
Wartung

Einstellungen

v 55 fileadmin/ (auto-created)

v template

css
v img
about
logos
portfolio
team
is
> vendor

v 7 templates
Lux
Mail
3 Temporére Dateien (_temp_)
v user_upload

> B0 Temporéare Dateien (_temp_)

4 Eine Ebene hdher gehen 1, Dateien hochladen [‘,‘,!_ Create Folder

img

about

7-21

map-image.png
26

[ Create File

portfolio
29.07-21

X 5 © F Q @ acre

fileadmin/ (auto-created)/template/ ©~ img 6 Dateien, 588 KB

O | 88 View v <L v

team header-bg.jpg
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Suchfunktion

Lightbox, asynchrone Suchfunktion,
Schnelleinstieg und Bearbeitung, Erweiterbarkeit

Suchen

Seite (15)

l‘l“ - Lﬁux
- IStart/Products/
Kategorie (4)

% Luxletter Category

% LUX Workflow Categories i= Datensatzliste anzeigen

% Lux [ Web-Seite anzeigen

% Marketing Automation Categories (Lux)

TypoScript Datensatz (1)
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Umbenennung,
UX Verbesserung

QY TPo3vizuTs * 5 0 O ® B Q 6 vrower
Enter search term < Active TypoScript v Path: / ) Congratulations [1]
Dashboard
AR AP ¥ = [@ View webpage g -
v
Y ‘ TYPO3 v12 LTS bootstrap Q @D Substitute constants in setup Display comments @D Sort keys alphabetically
v @ Congratulations
[+] Home
e Constants
Site Management
Features » Conditions
Sites Customize
. » Configuration

Redirects

Page TSconfig

TypoScript

Admin Tools

System

Content Examples
404
#5 Shared Content
3 File Collections

% Frontend User

Setup

» Conditions

~ Configuration

concatenateCss
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Eigenes Modul,
Suchfunktion, klappbar

" luxcore.localhost.de * 5§ O @ Q @) akeliner

. ariff eingeber < Active page TSconfig v Pfad: / ) Start [1]
E Dashboard

FRER- R : <~

Web
~ %Y luxcore.localhost.de

Active page TSconfig of page "Start"

Seite v @ stat

v Products

Overview of the current page TSconfig of the system. A targeted search for values and names is possible. The list of results can also be filtered according to

Anzeigen St
- Lux conditions.

Content Publisher

Liste

CERMAT Suchbegriff eingebe Q @ Display comments @) Sort keys alphabetically
Indexing Powermail

Suche Page TSconfig
Papierkorb

v | ] News X
~ Configuration

®5 Records

Datei
v Workflow TP » RTE
Dateiliste Popup (every visit) * TCEFORM
>
Popup (2. visit only) TOEMAIN
. . > mod

Seitenverwaltung Email (every visit) v e

Redirect to in2code.de ¥ module
Seiten .

Send to interface v filters

archived = 1
Page TSconfig ~ || Double Opt in 3
categories = 1
Unterseite ’ ,
; categoryConjunction = 1
TypoScript Blacklist me hidden = 1
v Identification TP includeSubCategories = 1

Verwaltungswerkzeuge A Emall4Link number = 1

searchWord = 1
sortingField = 1
timeRestriction = 1
Einstellungen Registrierung topNewsRestriction = 1

v SingleFieldidentification

Wartung

Kontakt
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Auffihrung in
Configuration Module

X 5 0 @ Q @ avene

Symfony Expression Language Providers v

Anzeigen

Liste Configuration

Indexing

Symfony Expression Language Providers
BLpETTE Suchbegriff eingeben Q

Datei v typoscript

v TYPO3\CMS\Core\ExpressionLanguage\TypoScriptConditionProvider
Dateiliste .

v functions

0 = loginUser

Seitenverwaltung

1 = getTSFE
Seiten 2 = usergroup

3 = session
Page TSconfig 4 - site

X 5 = sitelanguage
TypoScript
v default
Verwaltungswerkzeuge v TYPO3\CMS\Core\ExpressionLanguage\DefaultProvider
v variables

W 0 = applicationContext
Einstellungen 1 = typos

2 = date
Aktualisierung 3 = features

v functions
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Content Security Policy (CSP)
als weitere
Sicherheitsebene, um,
bestimmte Arten von
Angriffen zu erkennen und
abzuwehren (z.B.: Cross-Site
Scripting XSS)
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v
Content Security Policy
> ALL ~
g
Created Sco, Violation URI ;
i Details
5 2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable
Directive I/ Disposition
2023-04-16T11:30:28+00:00  backend [iBll img-src maps.googleapis.com fixable WISLC Leniiice
Blocked URI
2023-04-16T11:30:28+00:00 backend 5 img-src maps.googleapis.com fixable https://maps.googleapis.com/mapsivt?
pb=2%%211m5%211m4%211i4%6212i10%213i9%214i256%212m3%2
2023-04-16T11:30:28+00:00 backend 1 | img-src maps.googleapis.com  fixable 11e0%212sm%213i642381189%212m3%:211e2%216m1%213e5%
213m17%212sde-
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable DE%213sUS%215e18%2112m4%211e68%212m2%211sset%212s
Roadmap%2112m3%211e37%212m1%211ssmartmaps%2112m4%
2023-04-16T11:30:28+00:00  backend |1 img-src maps.googleapis.com  fixable 211e26%6212m2%211sstyles%2122cC5z0i02MHxwLmwBLTY w2621
licy 4e0%2123i1379903
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com  fixable
Document URI
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable htips:/itypo3v12.ddev.site:8443ypos/module/tooisicspitest
uuID
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable 1465cFe5-eb9a-485h -
hd
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable Summary
2023-04-16T11:30:28+00:00 backend 5 img-src maps.googleapis.com fixable .
Suggestions
2023-04-16T11:30:28+00:00 backend 5 img-src maps.gstatic.com fixable
Google Maps
2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com  fixable xtend sosibi -are-olems Vobrict-drnami e ¢
2023-04-16T11:30:28+00:00 backend 2 img-src maps.googleapis.com fixable
extend img-sri 24 ‘

2023-04-16T11:30:28+00:00 backend 1 img-src maps.googleapis.com fixable htey catl
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Touch ID or Enter Passcode

(0} (o) {o) (o) (o) (o)

Mindestanforderung an
Backend und Frontend
Benutzer Passworter

L.

F
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SGLOBALS['TYPO3_CONF_VARS']['SYS']['passwordPolicies'] = [
'simple' => [
'validators' => [
\TYPO3\CMS\Core\PasswordPolicy\Validator\CorePasswordValidator::class => [
'options' => [
'minimumLength' => 6,
1,
1,
1,
1,
1;

SGLOBALS['TYPO3_CONF_VARS']['BE']['passwordPolicy'] = 'simple';
SGLOBALS['TYPO3_CONF_VARS']['FE']['passwordPolicy'] 'simple';







Minuten Mio

DDos Attacke Anfragen pro Sekunde

K %

pro Tag neue Spam als Betrug oder
Schadprogrammvarianten Erpressung

https://www.bsi.bund.de/



« Mai bis Juli 2022 auffalliges Verhalten

« Nutzerdaten mehrerer Studierender missbraucht

e Zugang zum Intranet

« Serverhopping

e Admin-Zugangsdaten mit Passwort im Klartext gefunden

o Zugriff auf das komplette System moglich

https://www.youtube.com/watch?v=l_UzKIbLY-Q



« Icidents Response Einheit vom Bundesamts fur Sicherheit in
der Informationstechnik (BSI) eingeschaltet

o komplette Systeme abgeschalten

o Analyse der Logfiles und Suche nach Hintertlren

o 2 Wochen komplett offline

e 2 Monate Teilsysteme offline

o Keine Info und Kommunikation an Mitarbeitende oder

Offentlichkeit moglich






o Bildung von Krisenstaben

« Krisenplan - kommuniziert an und auf
welchem

o Potentiell alle Benutzerdaten geleaked - Neue Zugangsdaten
fur 18.000 User

e Erst nach kompletten Reset erneute Online-Schaltung der

Systeme



o E-Mail Phishing
e E-Mail und Passwort mehrfach verwendet

« gezwungene schnelle Digitalisierung durch Corona



e Sichere Zugange und Multi Faktor

o Netzwerksegmentierung und VPN oder alternativer
Zugriffs-Schutz

o Zyklische Sicherheits-Prufung der eigenen Systeme

o Fruhzeitige Kommunikationsstrategie und Kanale



o extern gehostet bzw. von der eigenen Infrastruktur getrennt
o einfach und schnell am Laufen

e abgesichert und belastbar


https://in2code.de/notfallwebsite
https://demo.statusinfo.live/




« Vernichtung geloschter Datensatze konfigurierbar

« Sprach-Fallback (Kette) endlich auch fur Seiteninhalte
o Neues TypoScript Rendering (Performance)

« Interaction Icons in Listenansicht indiviuell schaltbar
o Admin Panel Verbesserungen

o CKEditor Version 5 flr RTE



o Austausch aller SignalSlots mit PSR-14 EventDispatcher
« Filemounts in Backend User Modul sichtbar

o Verbesserte Pagination API

o Extbase Magic Methods Umbau

o Neue ViewHelper + TypoScript Einstellungen
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